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1. The relevant WA Cyber Security
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3.3 Improving workforce capability

Entities should take steps to upskill their workforce and improve their operational capability as
their needs develop.

4. Guidance

4.1 Gap Analysis
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' Monitoring 50-200 staff with 2-3 incidents requiring investigation daily
I Spending 10 hours per month (or 120 hours per year) on triaging incidents
f Allocating 20 hours per quarter (or 80 hours per year) to detection engineering

Determine the best approach based on cost

Utilising the provided sizing information and the basic cost assessment, determine the most
suitable method for establishing operational cyber security capability:

1. Recruitment (either permanent or fixed-term)
2. Short-term contract staff
3. Appointment of a managed service provider (below)

Office of Digital Government-recommended approach to establishing cyber security
operational capability

Office of Digital Government has developed a recommendation of optimal options
(combinations) of in-house staff and Managed Service Providers (MSPs) depending on entity
size. Please note that traditional IT service roles (or MSPs performing traditional ITSM and
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f provide recommendations on how to effectively establish or expand your entity’s cyber
security operations.

You can procure this service through the Information and Communications Technology (ICT)
Services CUAICTS2021, under Category 1 (Planning, Consultancy, and Advisory Services).

To determine information security requirements you need to be mindful of when procuring the
services of ICT consultants, please refer to DGov's Overview of Information Secure
Procurement and WA Cyber Security Policy Implementation Guideline 3.4 Information Secure
Procurement.

4.2 Reviewing Workforce Capability

This section offers guidance on how to assess staff cyber security skills.
Skills Framework for an Innovation Age

Skills Framework for the Information Age (SFIA)
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https://www.apsc.gov.au/initiatives-and-programs/aps-workforce-strategy-2025/workforce-planning-resources/skills-framework-information-age
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center
https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center
https://www.iso.org/standard/78746.html



https://soc.cyber.wa.gov.au/training/analyst-induction/
https://soc.cyber.wa.gov.au/training/analyst-induction/
https://soc.cyber.wa.gov.au/training/azure-basics/
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/government/multi-step-guides/western-australian-procurement-rules
/organisation/department-of-finance/ict-services-versus-temporary-personnel
/organisation/department-of-finance/ict-services-versus-temporary-personnel
/government/cuas/information-and-communications-technology-services-cuaicts2021
/government/cuas/temporary-personnel-services-cuatps2019

Category of personnel ANZCO ANZCO position description variations
prescribed in the Category Code
D (ICT) of the Temporary (Capability)
Personnel Services
CUATPS2019
Analyst/Programmer 261311 Analyst Programmer
26112 Systems Analyst
Asset and Service Coordinator | 135199 ICT Managers NEC (Not Elsewhere
Classified)
135119 IT Service Delivery Manager
Application/Business Analyst | 261111 Business Analyst (ICT)
Business Intelligence Analyst Business Consultant (ICT)
Business Systems Analyst
ICT Business Analyst
Build and Deploy Officer 135112 ICT Project Manager
ICT Development Manager
ICT Security Project Manager
Communications 263311 Telecommunications Engineer
Engineer/Technician
263312 Telecommunications Network Engineer
Telecommunications Specialist
313199 Computer systems technician
Data Analyst 224114
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Database Programmer

ICT Developer

ICT Programmer

Network Programmer

Systems Administrator 262113 Systems Administrator
Systems Manager

Test Analyst 263213 ICT Systems Test Engineer
Systems Tester
Test Analyst

Web Administrator/Developer | 313113 Web Administrator

Web master

Cyber Security Specialisations

The Department of Finance has advised that although the Temporary Personnel Services
CUA (CUATPS2019) Category D - ICT does not explicitly list cyber security specialisations,
all cyber security specialisations listed above can be procured using the Temporary Personnel

Services CUA (CUATPS2019) Category D - ICT as they fall broadly within the intention of its

scope.

Recruiting external
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https://www.cyber.gov.au/resources-business-and-government/assessment-and-evaluation-programs/essential-eight-assessment-course#:~:text=The%20Essential%20Eight%20Assessment%20Course%20will%20help%20cyber,define%20an%20action%20plan%20to%20address%20any%20weaknesses.
https://www.northmetrotafe.wa.edu.au/essential-eight-training-program
https://www.southmetrotafe.wa.edu.au/courses/essential-8-assessment-course
https://www.iso.org/standard/27001



https://niccs.cisa.gov/workforce-development/nice-framework
https://niccs.cisa.gov/workforce-development/nice-framework
https://www.sans.org/au_en/
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-cyber-security-roles
https://www.asd.gov.au/sites/default/files/2022-10/ASD-Cyber-Skills-Framework-v2.pdf
https://soc.cyber.wa.gov.au/training/azure-basics/
https://www.crowdstrike.com/cybersecurity-101/mdr-vs-mssp/
mailto:Cyber.Policy@dpc.wa.gov.au
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001
https://niccs.cisa.gov/workforce-development/nice-framework
https://niccs.cisa.gov/workforce-development/nice-framework
https://www.northmetrotafe.wa.edu.au/essential-eight-training-program
https://www.northmetrotafe.wa.edu.au/essential-eight-training-program
https://www.southmetrotafe.wa.edu.au/courses/essential-8-assessment-course
https://www.southmetrotafe.wa.edu.au/courses/essential-8-assessment-course
/government/publications/digital-capability-guide-agencies
/organisation/department-of-finance/ict-services-versus-temporary-personnel
/government/cuas/information-and-communications-technology-services-cuaicts2021
/government/cuas/information-and-communications-technology-services-cuaicts2021

SOC Analyst Induction - Security Analyst Induction - WA Cyber Security Unit (DGOV
Technical)

SANS Institute - Cyber Security Roles | SANS Institute

Skills Framework for the Information Age | Australian Public Service Commission

(apsc.gov.au)
Workforce Framework for Cybersecurity (NICE Framework) | NICCS (cisa.gov)

ASD - Puzzles and challenges | Australian Signals Directorate (asd.gov.au)
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https://soc.cyber.wa.gov.au/training/analyst-induction/
https://soc.cyber.wa.gov.au/training/analyst-induction/
https://www.sans.org/job-roles-roadmap/?msc=course-list-lp
https://www.apsc.gov.au/initiatives-and-programs/aps-workforce-strategy-2025/workforce-planning-resources/skills-framework-information-age
https://www.apsc.gov.au/initiatives-and-programs/aps-workforce-strategy-2025/workforce-planning-resources/skills-framework-information-age
https://niccs.cisa.gov/workforce-development/nice-framework
https://www.asd.gov.au/careers/puzzles-and-challenges

Appendix 1

ANZCO Code
(Capability)
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Appendix 2

Senior Cyber Security Analyst, Level 5
About the Role and Responsibilities

Senior Cyber Security Analysts are responsible for analysing data collected from various
cyber security defence tools and supporting continuous improvement of Security Operational
capabilities to mitigate cyber security threats. Senior Security Specialists will draw on their
expertise of cyber security threats, incident management and will support agencies in
meeting the requirements of the WA Cyber Security Policy.

Directorate:

Reports to:

Branch/Section: Cyber Security Unit/Technical Supervises: 0 FTE
Cyber Security tasks

1
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2. Working experience in the identification and resolution of information security

incidents, against appropriate security frameworks (for example MITRE ATT&CK),
principals, policies, and standards.

3. Working knowledge of information security technologies, such as vulnerability
management, authentication and access control, next-
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f Works collaboratively with team members and peers to process threat
intelligence and incident response workflow
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frameworks (for example: ASD Essential 8, ASD ISM, NIST Cyber Security
Framework, the ISO/IEC 27000-series.)

2. Working experience in the identification, configuration, or management of ICT digital
and information security risks, including cybersecurity and third-party vendor risks,
relevant to complex enterprise environments including hybrid cloud.

3. Experience performing research, analysis, and review of complex cyber/technology
problems, and developing evidence-based options, and recommended solutions to
resolve problems and mitigate risks.

4. Well-developed communication skills, including written and oral communication,
negotiation, influencing and interpersonal skills.

5. Experience working as part of multidisciplinary and cross functional teams and can
understand the organisations objectives and align operational activities accordingly.

Desirable
I Possession of or progression towards a relevant tertiary qualification.
I Possession of relevant industry certifications for project management or IT Service

Delivery (e.g. PRINCE2, PMP, Project+, ITIL Foundations) ¢ Possession of relevant
industry certifications for security (e.g. Security+, SC-200, SC300, CC, CISM,
CRISC, CISSP).

To be eligible for permanent appointment to the role, employees must also be eligible to live
and work in Australia indefinitely.

Employees engaged on fixed term appointments need a valid work visa for the duration of
their contract. Appointment is also dependent on a 100-point identification check and
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environments. Examples include implementing security solutions, performing
remediation activities, Essential 8 controls and system hardening.

Performs security assessments, reviews and compliance testing to ensure
adherence to information security policies, standards and procedures and
identify opportunities for improvement.

Contributes to the development and maintenance of information security
policies, security guidelines and standards to support the WA Cyber Security
Policy to address other emerging issues.

Maintains awareness of emerging cyber security trends/issues to provide
contemporary and practical cyber security advice to Government and
agencies.
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Desirable

f  Possession of or progression towards a relevant tertiary qualification.
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